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15 See footnote 1 to § 231.1(a). 

logistical support furnished to finan-
cial institutions on DoD installations, 
including the use of DoD real property 
and equipment. 

(3) The Under Secretary of Defense 
(Personnel and Readiness) (USD(P&R)) 
shall advise the USD(C) on all aspects 
of on-base financial institution serv-
ices that affect the morale and welfare 
of DoD personnel. 

(4) DoD Component responsibilities 
pertaining to this subpart are set forth 
in subpart A of this part. 

Subpart C—Guidelines for Appli-
cation of the Privacy Act to 
Financial Institution Oper-
ations 

§ 231.11 Guidelines. 
(a) The following guidelines govern 

the application of DoD Directive 
5400.11 15 to those financial institutions 
that operate under this part: 

(1) Financial institutions and their 
branches and facilities operating on 
DoD military installations do not fall 
within the purview of 5 U.S.C. 552 et 
seq. 

(i) These financial institutions do not 
fit the definition of ‘‘agency’’ to which 
the Privacy Act applies, that is, any 
executive department, Military De-
partment, government corporation, 
government-controlled corporation, or 
other establishment in the executive 
branch of the government (including 
the Executive Office of the President), 
or an independent regulatory agency (5 
U.S.C. 552(e) and 552a(a)(1)). 

(ii) These financial institutions are 
not ‘‘government contractors’’ within 
the meaning of 5 U.S.C. 552a(o), as they 
do not operate a system of records on 
behalf of an agency to accomplish an 
agency function. According to the Of-
fice of Management and Budget Pri-
vacy Act Guidelines, the provision re-
lating to government contractors ap-
plies only to systems of records actu-
ally taking the place of a federal sys-
tem which, but for the contract, would 
have been performed by an agency and 
covered by the Privacy Act. Clearly, 
the subject institutions do not meet 
these criteria. 

(iii) Since the Act does not apply to 
them, these financial institutions are 
not required to comply with 5 U.S.C. 
552a(e)(3) in obtaining and making use 
of personal information in their rela-
tionships with personnel authorized to 
use such institutions. Thus, these in-
stitutions are not required to inform 
individuals from whom information is 
requested of the authority for its solic-
itation, the principal purpose for which 
it is intended to be used, the routine 
uses that may be made of it, or the ef-
fects of not providing the information. 
There also is no requirement to post 
information of this nature within on- 
base banking and credit union offices. 

(2) The financial institutions con-
cerned hold the same position and rela-
tionship to their account holders, 
members, and to the government as 
they did before enactment of OMB Cir-
cular A–130. Within their usual busi-
ness relationships, they still are re-
sponsible for safeguarding the informa-
tion provided by their account holders 
or members and for obtaining only 
such information as is reasonable and 
necessary to conduct business. This in-
cludes credit information and proper 
identification, which may include so-
cial security number, as a precondition 
for the cashing of checks. 

(3) Financial institutions may incor-
porate the following conditions of dis-
closure of personal identification in all 
contracts, including loan agreements, 
account signature cards, certificates of 
deposit agreements, and any other 
agreements signed by their account 
holders or members: 

I hereby authorize the Department of De-
fense and its various Components to verify 
my social security number or other identi-
fier and disclose my home address to author-
ized (name of financial institution) officials 
so that they may contact me in connection 
with my business with (name of financial in-
stitution). All information furnished will be 
used solely in connection with my financial 
relationship with (name of financial institu-
tion). 

(ii) When the financial institution 
presents such signed authorizations, 
the receiving military command or in-
stallation shall provide the appropriate 
information. 
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(4) Even though an agreement de-
scribed in paragraph (a)(3) of this sec-
tion has not been obtained, the Depart-
ment of Defense may provide these fi-
nancial institutions with salary infor-
mation and, when pertinent, the length 
or type of civilian or military appoint-
ment, consistent with DoD Directives 
5400.11 and 5400.7.16 Some examples of 
personal information pertaining to 
DoD personnel that normally can be re-
leased without creating an unwar-
ranted invasion of personal privacy are 
name, rank, date of rank, salary, 
present and past duty assignments, fu-
ture assignments that have been final-
ized, office phone number, source of 
commission, and promotion sequence 
number. 

(5) When DoD personnel with finan-
cial obligations are reassigned and fail 
to inform the financial institution of 
their whereabouts, they should be lo-
cated by contacting the individual’s 
last known commander or supervisor 
at the official position or duty station 
within that particular DoD Compo-
nent. That commander or supervisor 
either shall furnish the individual’s 
new official duty location address to 
the financial institution, or shall for-
ward, through official channels, any 
correspondence received pertaining 
thereto to the individual’s new com-
mander or supervisor for appropriate 
assistance and response. Correspond-
ence addressed to the individual con-
cerned at his or her last official place 
of business or duty station shall be for-
warded as provided by postal regula-
tions to the new location. Once an indi-
vidual’s affiliation with the Depart-
ment of Defense is terminated through 
separation or retirement, however, the 
Department’s ability to render locator 
assistance (i.e., disclose a home ad-
dress) is severely curtailed unless the 
public interest dictates disclosure of 
the last known home address. The De-
partment may, at its discretion, for-
ward correspondence to the individ-
ual’s last known home address. The De-
partment may not act as an inter-
mediary for private matters concerning 
former DoD personnel who are no 
longer affiliated with the Department. 

(b) Questions concerning this guid-
ance should be forwarded through 
channels to the Deputy Chief Financial 
Officer, Office of the Under Secretary 
of Defense (Comptroller), The Pen-
tagon, Washington, DC 20301–1100. 

APPENDIX A TO PART 231—SAMPLE 
OPERATING AGREEMENT 

SAMPLE OPERATING AGREEMENT BETWEEN 
MILITARY INSTALLATIONS AND FINANCIAL IN-
STITUTIONS 

NOTE: The following operating agreement 
template identifies general arrangement and 
content. Content of the actual operating 
agreement may vary according to the cir-
cumstances of each installation. 

Operating Agreement Between (Name of Instal-
lation), (State or Country Installation Lo-
cated) and (Name of Financial Institution). 

This Agreement is made and entered into 
this day by and between the installation 
commander of (name of installation) in his 
or her official capacity as installation com-
mander, hereinafter referred to as the ‘‘com-
mander’’ and the (name of financial institu-
tion), having its principal office at (location 
of home office) hereinafter referred to as the 
‘‘financial institution,’’ together hereinafter 
referred to as ‘‘the parties.’’ Whereas the 
commander and the financial institution 
enter into this Operating Agreement upon 
the mutual consideration of the promises, 
covenants, and agreements hereinafter con-
tained. 

1. The parties understand and agree that 
this Agreement shall in no way modify, 
change, or alter the terms and conditions of 
Lease Number (number of lease) covering the 
use of real property described therein, and 
this Agreement shall continue, subject to 
the termination provisions herein-after set 
forth, during the terms of said lease and any 
extensions thereof. In the case of a banking 
institution operating a military banking fa-
cility (MBF) overseas, this agreement will 
not change the conditions of the contract be-
tween the banking institution and the De-
partment of Defense. 

2. The financial institution agrees to oper-
ate a (federally or state) chartered office on- 
base in accordance with the policies and pro-
cedures set forth in DoD Directive 1000.11, 
and Volume 5, Chapter 34, of the DoD 7000.14– 
R (as codified in the Code of Federal Regula-
tions (CFR) at 32 CFR parts 230 and 231, re-
spectively); and, in addition for the Overseas 
Military Banking Program (OMBP), the poli-
cies and procedures set forth in the applica-
ble DoD contract. The hours of operations 
shall be between (hour office opens) and 
(hour office closes), and on the following 
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